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IIpunoxxenue
k mpuxkazy MAZIOY JIC Nel7
ot «01» mapra 2024 1. Ne 51

PETJIAMEHT
pearupoBaHus HA MHIUAEHTHI HHPOPMALIMOHHOM 0€30IACHOCTH B
UHG(POPMALMOHHBIX CHCTEMAX NMEPCOHATBbHBIX TAHHBIX
MAJOY JC Nel7

1. TepMuHBI U onIpe/ieJIeHUs

1.1. UndopmarninoHHasi cucTeMa MepCcoHaNbHBIX JaHHBIX — COBOKYITHOCTD COACPKAIIUXCS
B 0a3ax JaHHBIX MMEPCOHATBHBIX JIAHHBIX U 00ECIIEUYNBAIOIINX WX 00pabOTKY MH(POPMAIIMOHHBIX
TEXHOJIOTHH M TEXHHYECKUX CPEJICTB.

1.2. UauuaeHT wHGOPMAIMOHHON 0€30MacHOCTH — JI000e€ HENpeaBUICHHOE WU
HEeXellaTeIbHOe COOBITHE, KOTOPOE€ MOXKET HAPYIIUTh ACSATENHOCTh WU HH(POPMAIMOHHYIO
6e3omacHOCTh. MHIMAeHTaMu HHGOPMALIMOHHON O€30MMaCHOCTH SBIISIOTCS

— yTparta yciyr, 000pylI0BaHUs WIH YCTPOKCTB;

—  CHUCTEeMHbIE COOM WU TIEPErpy3KHU;

—  omINOKH IOJIB30BaTENIEH;

—  HecoOJIo/IeHUE MOJMTHKU UM PeKOMEHIAaui 1o nHQOpMaIIMOHHON 0€30MacHOCTH;

—  HapymeHue GU3HYECKUX MEp 3allUThI;

—  HEKOHTPOJIMPYEMbIC U3MCHCHHSI CHCTEM;

—  cOOM IPOrpaMMHOTO 00ECIICUSHUS M OTKA3hl TEXHUICCKUX CPEJICTB;

—  HapyIICHHE TPABWII JOCTYIIA.

1.3. O6paboTka TMepcOHATBHBIX JaHHBIX — JIO0Oe JeiicTBue (Omepamus) WIn
COBOKYITHOCTh  JCHCTBHI  (omepamuii), cOBepIIaeMbIX C  HCIIOJIB30BAHHEM  CPEICTB
aBTOMATHU3AlMK WIH 0€3 HCIONb30BAHUS TAKUX CPEICTB C NMEPCOHATBHBIMU JIAHHBIMU, BKIIOYASI
cOop, 3amuCh, CUCTEMATU3AIINIO, HAKOIUICHHE, XpaHeHUe, yTouHeHue (0OHOBIIEHNE, U3MEHEHHE),
W3BJICUECHUE, WCIIONIb30BaHMUEe, Iepenady (pacrlpocTpaHEHHe, TMPEeNOCTaBICHUE, HOCTYI),
obe3nnuynBaHue, OJIOKUPOBAHKE, yIATICHHE, YHUITOKEHUE MEPCOHABHBIX TaHHBIX.

1.4. llepconanbHble OaHHBIE — I00as HWHPOpMAIUSA, OTHOCAMIASICS K TPSIMO WU
KOCBEHHO OTMPEJEICHHOMY WIH OmpeenseMoMy (pusndeckoMy Uiy (CyOBbeKTy MepCcOHATbHBIX
JTAHHBIX).

1.5. CpenctBo 3ammThl WHPOPMAIMU — NPOTPAMMHOE OOCCIIeUeHHUE, IPOTPaMMHO-
anmapatHoe  oOecriedeHuwe, amnmapaTHoe OOecCredYeHHe, BEIIeCTBO WM  MaTrepual,
npeHa3HaYeHHOE WIIM UCIIOJIb3YEMOE JUTsl 3aIIUThl HH()OPMALIUH.

2. OO1ue MoJI0KEeHUSA

2.1. Hacrosmmii PermameHT pearupoBaHMs Ha WHIHUICHTH WHPOPMAIIMOHHON
0e30macHOCTH B WH(POPMAIIMOHHBIX CHCTEMax MEPCOHANbHBIX NaHHBIX MAJIOY
JAC  Nel7 (mamee — Permamenr), pa3paboraH B  COOTBETCTBUH C
3akoHoJaTenbcTBOM Poccuiickoit Penepanun 0 NepCcoHaIbHBIX JaHHBIX (Aanee —
ITJlH) ¥ HOPMAaTUBHO-METOAMYECKUMH JOKYMEHTaMHU (ellepaibHbIX OpraHoB
WCIIOTHUTENILHON BJIACTH MO Borpocam 6e3onacHocT [1J{H mpu ux o6paboTke B
MH(POPMALMOHHBIX CHCTEMaX NepCOHANBHBIX NaHHbIX (1anee — MCII/H).

2.2. Hactosumii Pernament onpenenser:
—  TMOPSAZOK PErUCTpaIy COOBITHI 0€30MacHOCTH;



— TOpSAOK  BBISABICHHS  WHIWACHTOB  HMH(POpPMAIMOHHOW  OE30MacHOCTH U
pearupoBaHUIO Ha HHX;
—  TOPSAIOK MPOBEICHHS aHAIN3a HHIUACHTOB HH(OPMAIIMOHHON 0€30MaCHOCTH, B TOM
qHCIIe ONpeiesieHUe HCTOYHUKOB U IPUYUH BOSHUKHOBEHHS HHIIUCHTOB.
2.3. Permament oOs3areneH it ucnoinHeHus Bcemu padotaukamu MAJIOY JIC Nel?7
(manee — YupeaeHHE), HETIOCPEACTBEHHO OCYIIECTBIsONMMHU 3amuty [1/IH B
NCTI .

3. WHmmaeHTHl HHPOPMANIMOHHOMN 0€30MACHOCTH

3.1. K wuamunenram Ub otHOCSTCS:

— HecoOmoaeHue TpedoBanuii mmo 3antute [1)[H:
— wucnoiap3oBaHue OBM B 1ensix, He CBSA3aHHBIX C BBIIOJHEHHEM TPYAOBBIX
(cmy»eOHBIX, TOKHOCTHBIX, ()YHKIIMOHAJIBHBIX) 0053aHHOCTEH;
— yrpara Hocutens [1/1H;
— yTpaTa KJIIOYEBBIX JOKYMEHTOB, KJIIOYEH OT MOMEMICHUA U XPaHWJIUII, JIMYHBIX

reyare, y10CTOBEPEHHUM, MPOIYCKOB.

—  monsitku HC/I x I1/1H:
— MoA0Op UYKOTO HAeHTU(UKATOpA W TMApOJIs, TMOCIASAYIOMUNA JTOCTYI C
KCIIOIB30BAHUEM UYKOTO MapoJis;
— H3MEHEHHE HACTPOEK, COCTaBa, maposei Texunueckux cpeacts UCIIx;
— u3MeHeHHe (YBEeIMYEHNE) MOJTHOMOYUN JOCTYIIA;
— HapyIICHHE IEJIOCTHOCTH YCTAHOBJICHHBIX 3aIUTHBIX TIOMO;
— xonuposanue [1/In Ha HeyuTeHHbIe cheMHbIe HocuTenu [1/]H;
— 3apaxeHue padodero mecta u/mim cepsepa UCII/IH Bpe1oHOCHOM TpOrpaMMOoit;
— xumenue Hocutenei I1/1H;
— xwumeHue Texundeckux cpeacts UCI1/Ix;
— yMBIIUIEHHOE HapylieHue paborocnocodbnoctu Texanueckux cpeacts MCI/IH;
— XUIIEHUE KPHUIITOCPEACTB, KIIOYEBBIX JOKYMEHTOB, KJIIOYEH OT MOMENICHUN u
XpaHWIHIL, JINYHBIX [TeYaTel, yI0CTOBEPEHHH, MPOITYCKOB;
— HECaHKIMOHUPOBaHHOE NMpoHuKHOBeHME B nometenus MCI/x;
— OYHUCTKA 3JIEKTPOHHBIX KYpHAJIOB MOHUTOPHUHTA.

— cbou B pabote Texunueckux cpencts MCI1/In OGmmecTBa.

3.2. K wunmunenram Wb He oTHOCATCS:

—  HeyJaydHble MONBITKH BTOP>KEHUH, KOTOPbIE ObUTH 0OHAPYKEHBI U HEUTPATH30BaHbI C
ucrop3oBanuem C3U;

— HEeyJauYHblE TONBITKH 3apakeHus pabounx wMect wu/unu cepsepoB HCIIIH
BpPEJIOHOCHOW MPOTpaMMOM, KOTOpbIE OBUIM OOHApY>KEHbl M HEWTpaJM30BaHBI C
ucnonb3zoBanuem C3U1

4. Tlopsinok perucTpauuu co0bITHI 6€30MaACHOCTH

4.1. Peructpanus coObituii 6e3onmacHoct B MCIIJIH ocymiecTBisieTcss B ClEAYIOMICH
MOCJIEA0BATEILHOCTH:

1) Omnpenencuue coObITHH 0E30MACHOCTH, TOMJICKAIIUX PETUCTPALUHN, ¥ CPOKOB HX
XpaHEeHHUS.
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2) OrmpeneneHre COCTaBa W COAEpKaHUS HHOOPMAIUU O COOBITHIX 0€30MacHOCTH,
MOJIeKAIUX PETUCTPALINH.

3) Coop, 3anuch U XpaHeHHe UHPOPMAIIUU O COOBITHIX 0€30IaCHOCTH.

4) PearupoBaHHe Ha COOHM P PETUCTPALMH COOBITHI O€30MaCHOCTH.

5) MonuTtopunr  (IPOCMOTP,  aHAAM3)  PE3YJbTAaTOB  PETUCTPAIMH  COOBITHIA
0€30MacHOCTH U pearupoBaHue Ha HUX.

6) I'eHepupoBaHHE BPEMEHHBIX METOK M (MJIM) CHHXPOHHU3AIMS CUCTEMHOI'O BPEMCHH B
NCTI/n.

7) 3amura HHPOPMAIIUU O COOBITHIX O€30MaCHOCTH.

4.2. CoOwiTus Oe3omacHocTH, momnexamnme peructparuu B WCIIH, g0mKHBI
OTIPENIETISAITECA C YYETOM CTHOoco00B peanmsainuu yrpo3 OeszomacHoctu [1JIn mms UCIIOH. K
coObITUsIM Oe3omnacHocTd, nojnexamum peructpauud B WCIIIH, nomxkHBI OBITH OTHECEHBI
nro6bie iposiBneHus coctostaust VICIT/IH 1 ee cucTeMbl 3alUThI, YKa3bIBAIOIUE HA BO3MOXKHOCTh
HapylieHus KOHGUACHIMANBHOCTH, LEJIOCTHOCTH uiIu JoctynHoctu [IIJIH, nmoctymHOCTH
komroHentoB  MCII[In, HapymeHuss mpouenyp, YCTAaHOBIEHHBIX  OpraHU3allMOHHO-
pacnopsANTEeILHBIMA JOKyMEeHTaMu 1o 3ammte [IJ[H, a Takke Ha HapyIICHHWE ITaTHOTO
(yHKIIMOHUPOBAHUS CPEICTB 3alIUTHI HHPopManuu (nanee — C3U).

4.3. CoOpiTus 6e3onacHoctu, noanexamue perucrpauun B UCIIIH, 1 cpoku XxpaHeHHS
COOTBETCTBYIOIIUX 3aMUCEN PErUCTPALMOHHBIX KYPHAIOB JOJIKHBI 00ecreynBaTh BO3MOKHOCTD
oOHapy)XeHHs, MJICHTU(PUKAIMM W aHAIW3a HWHIUIACHTOB HH(POPMAIIMOHHONW O€30MacHOCTH,
Bo3HuKIuX B UCIT/IH.

4.4. B UCII/JIH noajexar perucTpanuu CIeIyIInue COObITHS:

— BX0A (BBIXOJ), a TaK)Ke MOMBITKU BXxona cyOorekToB goctyna B UCIIAH u 3arpy3ku
(ocTaHOBKA) OTIEPAIIMOHHON CUCTEMBI;

—  NOJKJIIOYEHHE ChEMHBIX MAalIMHHBIX HocuTenen [1/In u BeiBo [1/1H Ha HOcUTENH;

— 3amyck (3aBeplIeHHE) NpOorpaMM M TPOLECcCOB (3aJaHMii, 3a7ad), CBSI3aHHBIX C
obpaboTtkoii [1/1H;

—  OOHOBIIEHHE WX OMUOKY Tipu 0OHOBIeHHH NTporpaMMHbIX cpencts UCITIu u C3U;

— TIONBITKK JOCTYIIa TIPOTPAMMHBIX CPEJICTB K OIPEHSSICMBbIM  3allHAIIACMbIM
00BeKTaM A0CTyMa (TEXHUYECKUM CPEACTBAaM, y3JaM CETH, JIMHUAM (KaHalaaMm) CBA3H,
BHEIIHUM yCTPOWCTBaM, IIporpaMMamM, ToMaMm, Kataioram, gaiiiam, 3anucsam, mojsimM
3amucei) ¥ HHBIM 00BEKTaM J0CTYTIA;

—  TIOMBITKH YAAQJIEHHOTO JI0CTYyIa.

45. CocraB u coaepxanne WHPOPMAIMU O COOBITHUSAX O€30MacCHOCTH, BKIIFOYaeMOH B
3allUCU PETUCTpAllid O COOBITUSIX O€30MaCHOCTH, JOJDKHBI, KaK MHUHHUMYM, OO€CHEUUTh
BO3MOXXHOCTh HJEHTU(UKALIUN THIA COOBITHS O€30MacHOCTH, JaThl M BPEMEHU COOBITHS
0e30MacHOCTH, WACHTHU(PHUKAIIMOHHON HH(OpPMAIMM HCTOYHUKA COOBITHS 0O€30MacHOCTH,
pe3ynbTaT CcoObITHS Oe3omacHOCTH (YCHENIHO WM HEYCIIENIHO), CYOBEKTa JOoCTyma
(monp3oBaTens U (WIK) mpoliecca), CBI3aHHOTO ¢ JaHHBIM COOBITHEM O€30MaCHOCTH.

4.6. Ilpu peructpammuu Bxonxa (Beixoja) cyobekToB noctyna B MCII[IH u 3arpy3ku
(ocTaHOBKA) OMEPAIIMOHHONW CHUCTEMBI COCTaB M cofAepkaHUe WHGOPMAIMU JOJDKHBI, Kak
MUHUMYM, BKIJIIOYaTh JAaTy M BpeMs BXoja (BbIX0/la) B CHUCTEMY (M3 CHCTEMBbI) WM 3arpy3Ku
(ocTaHOBKM) ONEPALIMOHHON CUCTEMBI, pe3y/IbTaT MOMBITKY BX0/a (YCHEIIHas WiIH HEeYyCIellIHas),
pe3ynbpTaT TOMBITKA 3arpy3kd (OCTAHOBA) OIMEPAIMOHHOM CHUCTEMBbI (yCHEIIHas WIH
HEYCIIeTHAas ), UACHTH(PUKATOP, MPEABSIBICHHBINA MIPH MOMBITKE JOCTYIIA.
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4.7. Tlpu peructpauuu MOAKIIOYEHHUS CHEMHBIX MAIIMHHBIX Hocuteneu I1J{H u BbIBona
[1/lH Ha CheMHBIE HOCHUTEIIM COCTAaB M COJICPIKAHUE PETHCTPAIMOHHBIX 3aMUCEH JOJKHBI, KaK
MUHUMYM, BKJIIOYATh JATy W BpeMs MOAKIIOYCHHS CHEMHBIX MAIlMHHBIX HOocutened [1/[H u
BbiBoJa IIJ[H Ha chemMHBIE HOCHUTENH, JIOTHYECKOEe HUMs (HOMEp) MOAKIIYaeMOT0 CHEMHOTO
MammHHoro Hocurtens I1J[H, unentudukarop cyObekTa AOCTYIaA, OCYIIECTBISIOLIETO BBIBOJ
I1J1a Ha ceeMHbIN HOCUTENb [1/]H.

4.8. Ilpu peructpaiuu 3amycka (3aBepIIieHHs) IporpaMM U MPOILECCOB (3aqaHuii, 3a1a4),
CBsI3aHHBIX ¢ 00paboTkoii [1/[H cocTaB u conepkaHnue PETUCTPAIIMOHHBIX 3aIMUCEH TOJKHBI, KaK
MUHUMYM, BKJIIOYATh J1aTy M BpeMs 3amycka, uMms (MAeHTU(UKATOpP) MpOorpaMMbl (mpoiiecca,
3ajaHus), uAeHTU(HUKATOp CcyObekTa mocTyna (yCTpOHNCTBA), 3alpPOCHBIIETO TMPOTPAMMy
(mporecc, 3ajaHue), pe3yabTaT 3ammycka (yCIenHbli, HeYCTIeIIHBbIH).

4.9. Ilpm perucTtpamuu TOMBITOK JOCTyIa MPOTPAMMHBIX CPEACTB (TIporpamm,
MPOLIECCOB, 3aja4, 3aJaHMii) K 3alIUIaeMbIM (ailiaM cOCTaB M COJIepPKaHUE PETUCTPALMOHHBIX
3amucel JOHKHBI, KAaK MUHHUMYM, BKJIIOYATh JaTy M BpeMs MOMBITKU AOCTYINA K 3allUIIaeMOMY
(daiimy ¢ ykazaHWeM ee pe3yabrara (ycCIeliHas, HEyCIelIHas), WACHTH(PUKATOP CYObEeKTa
noctyna (yCTpoicTBa), crieuuKaIfio 3amuiaeMoro (aiia (JIOoru4eckoe uMs, THII).

4.10. Tlpu perucTpanuy TOIBITOK JJOCTYIMa MPOTPAMMHBIX CpPEJICTB K 3allHUIacMbIM
o0BeKTaM J0oCTyna (TEXHUYECKUM CPEACTBAM, y3JlaM CEeTH, JIMHUSAM (KaHallaM) CBSI3H, BHEITHUM
yCcTpoiicTBaM, MporpaMMamM, TOMaM, KarajoraM, 3alucsM, IIOJsIM 3amucei) cocTaB U
coJiep>kaHre MHPOpMAIUK JOKHBI, KAK MUHUMYM, BKJIIOYATh J1aTy U BpPEeMsl MOMbBITKU J1OCTyMa
K 3amunaeMoMy OOBEKTY € yKa3aHWeM ee pe3ynbrara (ycmemrHas, HeycCIemrHas),
uACHTUPUKATOP CyObeKTa JocTyna (yCTpOMCTBA), CHEHU(PHUKAIMIO 3aIIMIIAEMOro OOBEKTa
noctymna (Jioruueckoe uMsi (Homep).

4.11. Tlpu peructpanuu nombITOK yaanenHoro aoctyna k MCII/IH cocTaB u comepkaHue
nH(OPMAIIAN JOJDKHBI, KAK MUHAMYM, BKJTFOYATh JJATy U BPEMsI TIOIBITKH YAAJIEHHOTO JOCTYIIA C
yKa3zaHHEeM ee pesynpTara (yCHemrHas, HeyCHelmHas), WACHTUPHUKATOp CyOBeKTa JocTymna
(ycTpoiicTBa), UCMOB3YEMBI MMPOTOKOJI JOCTYIIA, UCIOIB3yeMbIi HHTepeic AoCTyma U (i)
WHYI0 HH(OpMAIIHIO 0 OMbITKax yaaneHHoro noctyna k UCII/x.

4.12. COop, 3anuch W XpaHeHHe WHGOPMAIMK O COOBITUAX OE30MAaCHOCTH B TEUYCHHUE
YCTaHOBJICHHOTO BPEMEHH XPaHEHUs JOJDKEH MpelyCMaTpUBaTh:

—  BO3MOXHOCTH BBIOOpa OTBETCTBEHHBIM 3a obOecmedeHue OeszomacHocTu [I/H B
UCTIdna u (wmm) Anmuauctparopom UCTI/IH coOpiTrii 6€30macHOCTH, MO JISKAIINX
perucTpanyy B TEKYIIMH MOMEHT BPEMEHU W3 TMEepedHsl COOBITHH 0e30MacHOCTH,
ornpezeNeHHbIX B myHKTe 4.4 HacTosiero Pernamenra;

— reHepauio (cOop, 3amuch) 3amMced perucrpauuud (ayauta) Uil COOBITHI
0€30MacHOCTH, MOAJIeKAIIUX PETUCTPAIIMH (ayAUTY) B COOTBETCTBHH C COCTaBOM U
collep>kaHueM HMH(OpMalnY, OMpPEeICHHBIMU B COOTBETCTBUHM C MyHKTamu 4.6 —
4.11 nacrosimiero Pernamenra;

— XpaneHue wuHDopManMu O COOBITHSIX O€30MacHOCTH B TEUYEHHWE BPEMCHH,
YCTaHOBJICHHOTO B TyHKTE 4.3 HacTosmero Pernamenra.

4.13. O6beM maMATu Uil XpaHeHHUs HHPOPMALUMM O COOBITHUSAX OE30MaCHOCTH JOJIKEH
OBITh paccuMTaH W BBIACIEH C YYeTOM THUIOB COOBITHII 0€30MacHOCTH, TOAJIeKAIIUX
perucTpan B COOTBETCTBUHM C COCTaBOM U cCOJepKaHUeM HHPOpMalMU O COOBITHSIX
0€30MacCHOCTH, TTOIJICKAIINX PETUCTPAINH, B COOTBETCTBUH C TTyHKTaMu 4.7 — 4.11 Hacrosero
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Pernamenra, mporHo3upyeMoil 4acTOoThl BO3HUKHOBEHHS MOJUICKAIIMX PETUCTPALUU COOBITUN
0€30I1aCHOCTH, CpOKa XpaHeHHsI HH(OPMAIIMU O 3aPETUCTPUPOBAHHBIX COOBITHIX 0€30MaCHOCTH.

4.14. B UCII[IH nOMKHO OCYIIECTBISITHCS pEearupoBaHHE HAa COOM TNPH PETHCTPALUU
coObITHI Oe30macHOCTH, B TOM YHCIIE anmapaTHble W NporpaMMHbIe OIIMOKH, cOoM B
MexaHn3Max coopa nHpopMaIuu U JOCTIKEHUE TPeIeia WK MeperoTHeHUS 00beMa (EMKOCTH)
MaMsATH.

4.15. PearmpoBanme Ha CcOOM TIPU PETUCTPAIMH COOBITHI O€30IMacCHOCTH JIOJKHO
NpeaycMaTpuBaTh:

—  TpenynpexIeHHEe (CHTHAIM3AIWs, WHAUKanWs) o c0osx (ammapaTHeIX U
MpPOrpaMMHBIX oOIMOKaxX, cO0OSX B MexaHuU3Max cOopa uUHPOPMAIUU WIH
MEepPENoJIHCHUS 0o0beMa (EMKOCTH) TaMsATH) TPU  PETUCTPAllMd  COOBITHM
0€30I1aCHOCTH;

— pearupoBaHHE Ha COOU MPU PETUCTPAIMHA COOBITHI O€30MAaCHOCTH MyTeM U3MEHEHUS
OtBetrcTBeHHBIM 3a oOecrneuenue OesomacHoctu [l B UHCIIAH wu (um)
Anmvunuctparopom UCITIH mapameTpoB cOopa, 3arucy U XpaHeHHs HH(GOPMAIHH O
COOBITUSIX 0€30MacHOCTH, B TOM 4YHCJE OTKIIOYEHHE 3amucu WHPOpPMalUU O
coObITusX Oe3omacHocTH OT 4Yacth KkomnoHeHToB WMCII[AH, 3ammuch moBepx
YCTapeBIINX XPAaHUMBIX 3aIMUCEH COOBITHII 0€30MMaCHOCTH.

4.16. MoHnuTopuHT (TIPOCMOTP W aHajHW3) 3alUCed perucrpanu (ayamra) JTOJDKEH
MPOBOJIUTHCS Sl  BCEX COOBITHH, TMOANEXKAIIMX PETUCTpAllMd B COOTBETCTBUM U C
NEPUOUYHOCTBIO, YCTAHOBJIICHHOW ONEpaToOpoM, U  00ecleuyMBaIolIel CBOEBPEMEHHOE
BBISIBJICHHE MTPU3HAKOB MHIMIEHTOB HH(popMarronHoii 6e3onacHoctu B MCIT/IH.

4.17. B cnydae BBISBICHHUS NMPU3HAKOB HHIIMJIEHTOB MH(POPMAIMOHHON O€30MacHOCTU B
NCII[IH ocymecTBisieTcsl MJIaHUPOBAHKWE U MPOBEIEHHUE MEPOINPUSATHI MO pearupoBaHHUIO Ha
BBISIBIICHHBIC ~HMHIUICHTH O€30IaCHOCTH B COOTBETCTBHHM C TOPAJKOM  IPOBEICHHS
pa3bupartenbeTB 1Mo GaktaM Bo3HUKHOBeHUS HHIMAEeHTOB B CIT/IH.

4.18. TlonyyeHue METOK BpPEMEHH, BKIIOYAIOIIMX JaTy M BpEMs, UCIOJIb3YyEeMBIX IpH
reHepanuu 3anucei peructparuu (ayauta) coowituii 6e3omacHoctu B MICII[IH, mocturaercs
MOCPEICTBOM NTPUMEHEHHSI BHYTPEHHUX cUCTeMHBIX yacoB UCII/H.

4.19. 3amuta uHMOPMAIMH O COOBITHIAX OE30MACHOCTH (3aMMCAX PErHCTpaluy (ayauTa))
o0ecrieunBaeTCs NPUMEHEHHEM Mep 3alMThl HMH(POPMALKMU OT HENPAaBOMEPHOIO JOCTYIIA,
YHUYTOXKEHUSI WU MOAM(PUIMPOBAHUS M, B TOM UHCJE BKIIOYAET 3allUTy CPEJCTB BEICHUS
perucTtpamuu (ayanTa) 1 HACTPOCK MEXaHM3MOB PETUCTPAIIMHA COOBITUH.

4.20. Joctyn K 3amucsM ayauTa U (QYHKIUSM YIPaBICHUS MEXaHW3MaMHU PETHCTPALUH
(ayauTa) JOMKEH MPEI0CTaBIATHCSA TOJIBKO YIIOJIHOMOYEHHBIM JOKHOCTHBIM JIMIIAM:

—  oTBeTcTBeHHOMY 3a obecrnieuenue 6ezomacuoctu [11n B UCII/H;

— aamunuctparopy UCIIIH.

5. Ilopsinok BbIsIBJIEHHS] HHIIM/IEHTOB HHGOPMALMOHHOM 0€30MaCHOCTH M pearupoBaHUs
Ha HUX

5.1. 3a BbIABICHHE WHIUICHTOB MH(POPMAIIMOHHON OE€30MaCHOCTH M pearupoBaHUE Ha
HUX OTBEYAIOT:
—  OTBETCTBEHHBIN 3a oOecnieueHue 6e3omacuoctu [1/1n 8 UCTI/IH;
— agmunuctpatop UCII/IH.
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5.2. PabotHuku VYupexaeHus, ITOKHBI COOOINAaTh OTBETCTBEHHBIM 3a BBISBJICHHE
VMHIUACHTOB UH(POPMALIMOHHOM 0€3011aCHOCTHU O JIFOOBIX MHIMIEHTaX, B KOTOPBIE BXOJIAT:

— (¢akThl MONBITOK M YCHEIIHOM peaan3aluyd HECaHKIHOHHUPOBAHHOIO JIOCTyNa B
WUCII[AH, B momemieHHs, B KOTOPBHIX ocymecTBisercs obpaborka I1/IH, u
xpanumumaM [1/1H;

—  (axTbl cO0s MM HEKOPPEKTHON PabOTHI cUCTEM 00pabOTKK MH(POpMaLUY;

—  (axrel c60s nim HeKOppekTHOM padoTel C3U;

—  ¢axrsl pasrmamenus [1/1H;

—  (baxTel pazrianieHuss UHPOPMAIMK O METOJAaX U CIOC00ax 3amMThl U 00pabOTKH
I1/1H.

5.3. Bce HemTaTHble CHUTyanuu, (aKThl BCKPBITHS W OINEYATHIBAHHUS TEXHUYECKUX
CPEJICTB, BBIOJHEHUS MPO(PUIAKTUYECKUX PabOT, YCTAHOBKM M MOAM(UKALWU ammapaTHBIX U
nporpaMMHbIX cpenctB oopabotku [1[In B UCII/In momKkHBI OBITH 3aHECEHBI OTBETCTBEHHBIMU
3a BbISIBJICHHE WHIMJEHTOB MH(poOpMaunuoHHON Oe3omacHocTH B «KypHasl y4yeTa HEMITaTHBIX
curyauui, (aKTOB BCKPHITHS M OINEYATHIBAHUS TEXHWYECKHX CPEJICTB, BBIMOJIHEHUS
npodunakTuyeckux padboT, YCTAHOBKH M MOAU(UKAIIMU alMapaTHbIX U MPOTPAMMHBIX CPEJICTB
00paboTku mepcoHanbHBIX AaHHBIX B MAJIOY JIC Nel7, dopma kKOTOpOro ycTaHOBJICHa B
[Ipunoxenun 1 x HacTosimieMy PernaMeHTy WM B SJEKTPOHHBIE KYpPHAJIbl ONEPAMOHHON
cucrembl u C3U.

5.4. AHaiu3 MHUUACHTOB MH(POPMALMOHHON 0€30MacHOCTH, B TOM YHUCIIE ONpeAeieHHUE
WCTOYHUKOB M TPUYMH BO3HUKHOBEHHUS HHIIMJCHTOB, OCYILECTBISETCS COTJACHO TMOPSAKY
MpoBeJieHUsl pa30uparenbcTB MO (akTaM BO3HUKHOBEHMSI HWHIIMACHTOB HH(DOPMAIIMOHHOM
6e3omnacuoctu B UCTI/IH.

5.5. Mepsl 110 yCTpaHEHUIO TIOCIIEACTBHI MHIMICHTOB WH()OPMAIIMOHHON 0€301acHOCTH,
IUIAHUPOBAaHUIO W TMPUHATHIO MEp MO MPEJOTBPALICHUIO TOBTOPHOIO BO3HUKHOBEHUS
WHIUJCHTOB, BO3JIaraloTCd Ha OTBETCTBEHHBIX 32 BBIABICHUE WHIUACHTOB HH(DOPMAIIMOHHOM
0e30MacHOCTH.

6. OcHOBHBIE TaNbI nmpomecca pearuposanusi Ha HHIUUICHTBI

6.1. Jluma, 3aHUMaroIuMecs pearupoBaHUEM Ha MHIUICHTHI, TOJKHBI 00€CIICUNUTh 3aIIUTY
UCIIAH u npouHOpMUpOBaTH MOJb30BaTeNell, O BAXKHOCTH Mep IO OOECIEeYECHHUIO
nH(pOpMaMOHHOM 06€30MacHOCTH.

6.2. Jluma, 3aHMMaronMecs pearupoBaHWEM HA WHIMICHTHI, JIOJDKHBI ONPEICIHUTD,
ABISICTCSI JIM OOHAapy)KEeHHO€ HWMH C TOMOINBIO Pa3jIMYHBIX CHCTEM OOECTICUCHHS
MHGOPMAIIMOHHOM 0e30macHOCTH COOBITME HWHIMIACHTOM Wi HeT. [lng 3Toro  Moryr
UCIOJIb30BATECS IMyOJMUYHBIE OTYETHl, HOTOKM JaHHBIX 00 yrpos3ax, CpeAcTBa CTaTHUECKOTo U
JUHAMUYECKOr0 aHajlu3a o0pa3loB MPOTrpaMMHOrO OOECNEYEeHUs W Jpyrue HUCTOYHUKU
nHpopmanuu. CraTUYecKUid aHaW3 BBIMOJHIETCS 0€3 HEMOCPEICTBEHHOro  3aIycka
HCCIEeyeMOro o0pasna M MO3BOJSET BBIABUTH PA3IMYHbIE MHAMKATOPBI, HAIPUMEDP, CTPOKH,
copmepxkame URL-agpeca wim ajgpeca 3JIEKTPOHHOM 1OYTHL.  J[MHAMMYECKUH aHaIU3
M0JIpa3yMeBaeT BBINOJIHEHHE UCCIIEyeMON IporpaMMsl B 3anuieHHoi cpeae (Ilecounune) mm
Ha W30JMPOBAHHOM MAIlIMHE C IEJIbI0 BBIIBICHUS MOBEACHUS oOpasma u coopa apredakToB ero
paboTEHL.

6.3. Jluma, 3aHuMaromuecs pearnpoBaHUEM Ha MHLUACHTHI, JOJDKHBI UICHTU(HUIIMPOBATH
CKOMIIPOMETHPOBAHHBIE KOMIIBIOTEPHl U HACTPOUTH IpaBHia OE30MaCHOCTH TaKUM 00pa3om,
4yTOOBbl 3apa)KeHUEe HE pPACIPOCTPAaHWIOCh jAajblle 1mo cetd. Kpome Toro, Ha 3TOM HTame
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HE0OXOIMMO TEPEeHACTPOUTh CeTh TakuM oOpa3oM, uyToObl MCII[IH Mornm mnpomomkaTh
paboTtath 0€3 3apakeHHBIX MAIITHH.

6.4. [lanee numa, 3aHUMAIOIIKECS pearupoOBaHUEM Ha WHIMICHTHI, YIAISIOT BPEIOHOCHOE
IporpaMMHOe oO0OecledeHrne, a Takke Bce apTedakThl, KOTOpble OHO MOIJIO OCTaBUTh Ha
3apaxeHHbIX KoMibioTepax B UCII/IH.

6.5. Panee ckoMImpoMeTHpPOBAaHHBIE KOMIBIOTEPHI BBOJATCS OOpaTHO B ceTh. [Ipu 3TOM
AU, 3aHUMAaloIIMecs pearupoBaHMEM Ha WHLUICHTBI, HEKOTOPOE BpeMS IPOJOJIKAIOT
HabmoaaTe 3a cocrostHueM 3TuX MamuH U WCII[IH B menom, 4toObl yOeaWThCS B IMOTHOM
YCTPaHEHUH YTPO3bI.

6.6. Jluma, 3aHuUMalonIMecss  peardpoBaHMEM  HA  MHLIUJCHTHI,  AHATU3UPYIOT
MIPOU3OIIEAIINA HHIUACHT, BHOCAT HEOOXOIUMBIE H3MEHEHHS B KOHPHUTYPAIHIO TIPOTPAMMHOTO
obecrieuennss W o00OopynoBaHus, oOecneuuBaromero WH(GpOpMaMOHHONW 0e30MmacHOCTH, |
(GopMHUpYIOT pEeKOMEHJAIMM s TOro, 4ToObl B OyAyIleM MNpeaoTBpaTHUTh MOJ00HBIE
UHIUACHTHL. [IpM HEBO3MOXKHOCTH TMOJHOTO MpeIOTBpalieHus Oyaylieid aTaku COCTaBIICHHBIC
PEKOMEHAAINHY MTO3BOJIAT YCKOPUTH pearupoBaHue Ha MOI00HBIE HHIIUJCHTHI.

7. Ilopsinok nmpoBeneHus1 pa30upaTeabCTB N0 (pAKTaM BO3HUKHOBEHHMS MHIUACHTOB
HH(}OpMaNOHHOH 0€30I1aCHOCTH

7.1. Jlns mpoBeneHuss pa3OUpaTensCTB MO (akTaM BO3HUKHOBEHUS HHIIUJCHTOB
“H(pOPMAIIMOHHOM 0€30MacCHOCTH CO3AaETCSI KOMHUCCHS, COCTOSIIAs HE MEHEe YeM U3 3 YeJIOBEK
¢ 00s13aTeIbHBIM BKJIIOUEHHUEM B €€ COCTaB:

—  OTBETCTBEHHOTO 3a obecneuenue 6e3onacuoctu [1/n B UCII/H;
— aamunucrparopa UCII/In.

7.2. Tlpeacemarenb KOMHCCHU OpTaHH3yeT pabOTy KOMHCCHH, pemIacT BOIPOCHI
B3aMMOJICHCTBUSI KOMUCCUU C PYKOBOJIUTEISIMU M PaOOTHUKAMH CTPYKTYPHBIX TOJIpa3iciICHU
OpraHu3allui, TOTOBUT U BENET 3aceaHusl KOMUCCHUHU, MOJAMUCHIBAET MPOTOKOIIBI 3acenanuid. 1o
OKOHYaHUM pPabOThl KOMHMCCHM TOTOBUTCS 3aKJIIOYEHHE IO pe3ylbTaTaM MpOBEAEHHOTO
pazoupareabCTBa, KOTOPOE NEPeIaeTCs Ha PAaCCMOTPEHHE 3aBEAYIOMIEMY Y UpEKACHUS.

7.3. Tlpu npoBeneHny pa3oMpaTeIHCTBA YCTAaHABINBAIOTCS:

— Hajgu4We caMoro ¢akTa COBEpIICHUS WHITUACHTAa MHPOPMAIIMOHHON 0€30MacHOCTH,
CITyXaIIero OCHOBAaHUEM JJIsl BRBIHECEHHSI COOTBETCTBYIOIIETO PEIICHNS;

—  BpeMs, MeCTO U 00CTOSITEILCTBA BO3HUKHOBEHUSI MHITUACHTA, & TaKXKE OILIEHKAa €ro
MOCJICJICTBU;

—  KOHKPETHBIA paOOTHHK, COBEPIIMBIINN WHIMIECHT WH()OPMAIIMOHHON 0€301acHOCTH
WJIU TIOBJICKIIIMI CBOMMH JICHCTBUSIMU BOSHUKHOBEHHUS MHIIMJICHTA,

— HaJIWYHME U CTETCHb BUHBI PAaOOTHUKA, COBEPINUBIIETO MHIMICHT HHPOPMAITMOHHOM
0€30MacCHOCTH WJIH MTOBJIEKIIIET0 CBOMMH JICHCTBUSMU BOSHUKHOBEHUE WHIIU/ICHTA;

— IIeld U MOTHUBBI, CIIOCOOCTBOBABIIIME COBEPIICHUIO HHIMICHTAa HH()OPMAIIMOHHOMI
0€30MacHOCTH.

7.4. B uensx mnpoBeieHUs pa3doUpaTenbCcTBa BCEe PAOOTHUKHM OOsI3aHBI 1O TIEPBOMY
TpeOOBAHUIO WICHOB KOMUCCHHM TPEABSIBUTH JUIsI TMPOBEPKU BCE YHUCISIIMECS 3a HUMU
MaTepuanbl ¥ JAOKYMEHTHI, JaTh YCTHbIE WM THCHbMEHHBIE OOBSCHEHHUS 00 HM3BECTHBIX UM
(hakTax Mo CyIiecTBy 3aJJaHHBIX UM BOIIPOCOB.

7.5. PaboTHUK, COBEpIIMBIIMK HMHIUACHT HWHPOPMAIIMOHHON O€30MacHOCTH WU
TIOBJICKIINKA CBOMUMHU JICUCTBUSMHU BO3HHKHOBEHHWE WHIIUIEHTA, O00s3aH 1O TpeOOBaHHUIO
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KOMUCCHUU TIPEICTaBUTh OOBACHEHHUS B MUCbMEHHON (popme He mo3aHee Tpex pabouux JHEH ¢
MOMEHTa TIOJYYEHHUS COOTBETCTBYIOIIEro TpeOoBaHms. Komuccus BmpaBe TOCTaBUTH IEpen
paboOTHHKOM IepeueHb BOIPOCOB, Ha KOTOpHIE pabOTHHMK 00s3aH OTBETUTH. B cirydae oTkaza
pabOTHHKA OT MMCbMEHHBIX 00BSICHEHNH, KOMUCCHEN COCTABIISIETCS aKT.

7.6. PaboTHMK u©MeeT IMpaBO, IO COIVIACOBAHHIO C TMpelceAaTreeM KOMHUCCHH,
3HAKOMHTBHCA C MaTepuajgaMH pa30oupaTesbCTBa, KACAIOIIKUMUCS JIUYHO €ro, U JaBaTh IO MOBOAY
HUX CBOM KOMMEHTAapHH, NPEAOCTABIATH JONOJHHUTEIBbHYIO MH(POPMALUIO U TOKyMeHTHL [lo
OKOHYAHUH pa30HpaTeNbCTBa PAOOTHUKY JUII O3HAKOMIICHHUS MPENOCTABISAETCS UTOTOBBIN aKT C
BBIBOZIAMH KOMHCCHU.

7.7. B cnmyuyae naBneHus Ha pPabOTHHUKA CO CTOPOHBI JPYrux JUIl (HE M3 COCTaBa
KOMHCCHH) B BUJE MPOCHO, yrpo3, MaHTaxka U Jp., IO BOINPOCAM, CBS3aHHBIM C TPOBEICHHEM
paszouparenabcTBa, paOOTHUK 00513aH COOOIIUTH 00 TOM MPEICEATETI0 KOMUCCHH.

7.8. Jlo oxoHuaHHss pabOTbl KOMHMCCHM U BBIHECEHHUS pPEIICHUS WieHaM KOMHCCUHU
3ampenaercs pasriiamaTh CBEACHHS O XOJe MpPOBEIEHUs pa30uparenbcTBa M CTaBIIUE
W3BECTHBIE UM OOCTOSTEIbCTBA.

7.9. B mporecce npoBeneHus pa30MpaTeIbCTBa KOMUCCHUEH BBISICHSIFOTCS

— TepeyeHb pasIallleHHbIX CBEICHUH;

—  TPUYHUHBI pa3TialleHus CBEICHU,

—  JIMIa, BAHOBHBIE B pasrJjallleHuu CBEACHMUIA;

—  pa3mep (dKcHepTHas OIIEHKA) MPUUYUHEHHOTO yIepoa;

—  HeIOCTAaTKHU M HapyIIeHUs, JOMyIlIeHHble paboTHUKaMu mipu padote ¢ [1/1H;

—  HHBIE 00CTOATENBCTBA, HEOOXOJUMBIE JIJIsI ONpeeNeH s MpuuuH pasrnamenus [1/1H,
CTENeHH BHHOBHOCTHU OTJEJbHBIX JIML, BO3MOXXHOCTH TNPUMEHEHHS K HUM Mep
BO3IICHCTBHUS.

7.10. Ilo 3aBepmieHuM pa3OUpaTENbCTBA KOMHCCUEH COCTaBisieTCs 3akiroucHue. B
3aKJIFOYCHUN YKa3bIBAIOTCS:

—  OCHOBaHHE IS IPOBEIEHUS pa30MpaTeIbCcTBa;

—  COCTaB KOMHCCHU M BpeMs IIPOBEICHUS pa30HpaTeNbCTBa;

— CBEICHHA O BPEMEHH, MeCTe M OOCTOATENhCTBAX BO3HUKHOBCHHS WHIUICHTA
nH(OPMAIIMOHHON OE30MMaCHOCTH;

— cBeJeHHs O pabOTHHUKE, COBEPIIMBIIEM MHIUACHT UH(OPMAIIMOHHON 0e301macHOCTH
WIA TIOBJIEKIIEM CBOMMHU JEHCTBUSIMM BO3HHUKHOBEHHE HHIHUACHTA (IOJKHOCTb,
(dbamMuins, uMs, 0TYECTBO, IO POKACHUS, BpeMsl paboThl B YUPEKIECHUH, a TAKKE B
3aHUMaeMas JI0JKHOCTH);

— 1end W MOTHBBI pabOTHHKA, CHOCOOCTBOBABIIME COBEPUICHUIO HWHIMACHTA
nH(pOpMaIMOHHOM 0€30MacHOCTH;

—  TPUYHUHBI U YCJIOBUSA BOZHUKHOBEHUS MHIUACHTAa HH(OOPMAIIMOHHON O€3011aCHOCTH;

—  JIaHHBIE O XapakTepe U pa3Mepax NPUYMHEHHOTO B pe3y/bTaTe MHIUACHTA yiepoa;

— TpeUIOKEHHs] O Mepe OTBETCTBEHHOCTH pPAOOTHHMKA, COBEPUIMBIIETO WHIUICHT
MHPOPMAIIMOHHON  OE30MAaCHOCTH WM  TOBJEKIIET0 CBOMMHU  JICUCTBHSIMHU
BO3HUKHOBEHHUE MHIUICHTA.

7.11. Ha oOcHOBaHMM 3aKJIOUYEHHUS BBIHOCUTCS pEIIEHHE O NPUMEHEHUU Mep
OTBETCTBEHHOCTH K pa0OTHUKY, COBEPIIMBIIEMY WHUUIACHT WU TOBJIEKIIEMY CBOUMU
JNEHCTBUSIMU BO3HMKHOBEHHE HWHIIMICHTA, TaKXKe O BO3MEIICHHH ymiepda BHHOBHBIM
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pabOTHUKOM (WJIM €ro 3aKOHHBIM IPEACTaBUTENIEM), KOTOPOE JAOBOJIUTCS J0 YKa3aHHOTO
paboTHUKA B TUCbMEHHON (hopMe O] PacIIUCKY.

7.12. Bce wMarepuansl pa3OuparenabcTBa OTHOCSATCS K WHGPOPMAIMK OrPaHHMYSHHOTO
JI0CTyNla U XpaHATcs B TedeHue 5 sieT. Konuu 3akitoyeHus M pachopsbKeHHs MO pe3yinbTraTam
pa3bupaTenbcTBa NPUOOIIAIOTCA K JIMYHOMY Jiely pabOOTHHKA, B OTHOLIEHHH KOTOPOTO OHO
IIPOBOJIMIIOCH.

8. OTBEeTCTBEHHOCTH

8.1. Bce paboTtHuKH, ocymecTistonye 3amury [1/{H, 00s3aHbpI 03HAKOMUTHCS C TAHHBIM
PermamenToM moj MOAMKCH.

8.2. PaboOTHHMKM HECyT TNEPCOHAJIbHYIO OTBETCTBEHHOCTh 3a BBIMIOJHEHHUE TpeOOBaHUMN
HacTtosgmero Perimamenra.

9. Cpok aeiicTBUS M MOPS/I0K BHeCEHUsI H3MeHeH Ui

9.1. Hactosmmii PermaMeHT BCTynmaeT B CUIIy ¢ MOMEHTA €r0 YTBEPXKACHUS U JEHCTBYET
OeccpouHo.

9.2. Hacrosmuii PernmamMeHT moajie)KuT NepecMOTPy HE PEKe OJJHOTO pa3a B TPH roja.

9.3. H3MeHeHus W JOMOJHEHUS B HacTOSIINN PeritaMeHT BHOCSTCS mpuka3oM JlupekTopa
YupexaeHus.



[Mpunoxenue 1

k Pernamenty pearupoBaHus Ha
WHIOMACHTH HHPOPMAIMOHHOH
6e3omacHOCTH B MH(POPMAIIMOHHBIX
CHCTEMaX IEPCOHATBHBIX JAHHBIX
MAJZIOY JC Nel7

D®OPMA

7KypHaJj yyeTa HEIITATHBIX CUTYalHii, (PAKTOB BCKPBHITHS M ONeYATHIBAHUS TEXHHYECKHX CPe/ICTB, BHINOJHEHUSI MPOPUIAKTHYECKUX padoT,
YCTAHOBKH M MOAM(PUKAIMH aNNAPATHBIX U MPOrPAMMHBIX CpPe/ICTB 00padoTku HHGOpMALMH
B MAJIOY AC Nel7

DO OTBETCTBEHHOTO 3a 00ECIIEUEHUE

Ne Kparkoe onrcanne BBITOTHEHHOW paOOTHI (HEIITaTHON 0€30MaCHOCTH MEPCOHATBHBIX JIAHHBIX B ®UO AxmunucTparopa

Jlara N [Ipumeuanne
CUTYaITUN) WHGOPMAIIMOHHBIX CUCTEMAaX nHGOPMAIIMOHHOMN CHCTEMBI, TIOHChH

TNEPCOHATIBHBIX JAaHHBIX, MTOANHNCH

1 2 3 4 5 6




JINMCT O3BHAKOMJIEHUA

¢ nmpukazom MAJIOVY JIC Nel7 ot «01» mapra 2024 1. Ne 51
«O0 yTBEepKIICHIH PETIaMEHTa pearupoBaHus Ha HHIUACHTHI MHPOPMAIIMOHHOW O€301TaCHOCTH

B I/IH(bOpMaHI/IOHHBIX CUCTCMAX MEPCOHAIBHBIX TaAHHBIX)

r{\jgn daMuIusg UM 0TYECTBO JIOJDKHOCTH OBHaﬁ:\LaIeHHﬂ [Moamnuck
1 « » 20 r
2 « » 20 r
3 « _» 20 T
4 « _» 20 T
5 « _» 20 T
6 « _» 20 T
! « » 20 T
8 « _» 20 T
9 « _» 20 T
10 « _» 20 T
A1 « _» 20 T
12 « _» 20 1
13 « _» 20 T
14 « _» 20 T
15 « » 20 T
16 « _» 20 1
17 « » 20 T
18 « » 20 T
19 « » 20 r
20 « » 20 r
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